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may be representations of one or more characteristics of the
physical environment. For example, an AV park may have
virtual trees and virtual buildings, but people with faces
photorealistically reproduced from images taken of physical
people. As another example, a virtual object may adopt a
shape or color of a physical article imaged by one or more
imaging sensors. As a further example, a virtual object may
adopt shadows consistent with the position of the sun in the
physical environment.

[0116] There are many different types of electronic sys-
tems that enable a person to sense and/or interact with
various CGR environments. Examples include head
mounted systems, projection-based systems, heads-up dis-
plays (HUDs), vehicle windshields having integrated dis-
play capability, windows having integrated display capabil-
ity, displays formed as lenses designed to be placed on a
person’s eyes (e.g., similar to contact lenses), headphones/
earphones, speaker arrays, input systems (e.g., wearable or
handheld controllers with or without haptic feedback),
smartphones, tablets, and desktop/laptop computers. A head
mounted system may have one or more speaker(s) and an
integrated opaque display. Alternatively, a head mounted
system may be configured to accept an external opaque
display (e.g., a smartphone). The head mounted system may
incorporate one or more imaging sensors to capture images
or video of the physical environment, and/or one or more
microphones to capture audio of the physical environment.
Rather than an opaque display, a head mounted system may
have a transparent or translucent display. The transparent or
translucent display may have a medium through which light
representative of images is directed to a person’s eyes. The
display may utilize digital light projection, OLEDs, LEDs,
ul.EDs, liquid crystal on silicon, laser scanning light source,
or any combination of these technologies. The medium may
be an optical waveguide, a hologram medium, an optical
combiner, an optical reflector, or any combination thereof. In
one embodiment, the transparent or translucent display may
be configured to become opaque selectively. Projection-
based systems may employ retinal projection technology
that projects graphical images onto a person’s retina. Pro-
jection systems also may be configured to project virtual
objects into the physical environment, for example, as a
hologram or on a physical surface. The display systems
described herein may be used for these types of systems and
for any other desired display arrangements.

[0117] As described above, one aspect of the present
technology is the gathering and use of data available from
various sources to improve the delivery of images to users,
perform gaze tracking operations, and/or to perform other
display-related operations. The present disclosure contem-
plates that in some instances, this gathered data may include
personal information data that uniquely identifies or can be
used to contact or locate a specific person. Such personal
information data can include demographic data, location-
based data, telephone numbers, email addresses, twitter
ID’s, home addresses, data or records relating to a user’s
health or level of fitness (e.g., vital signs measurements,
medication information, exercise information), date of birth,
or any other identifying or personal information.

[0118] The present disclosure recognizes that the use of
such personal information data, in the present technology,
can be used to the benefit of users. For example, the personal
information data can be used to track a user’s gaze to update
displayed images and/or to perform other desired display
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operations. Accordingly, use of such personal information
data enables users to view updated display images. Further,
other uses for personal information data that benefit the user
are also contemplated by the present disclosure. For
instance, health and fitness data may be used to provide
insights into a user’s general wellness, or may be used as
positive feedback to individuals using technology to pursue
wellness goals.

[0119] The present disclosure contemplates that the enti-
ties responsible for the collection, analysis, disclosure, trans-
fer, storage, or other use of such personal information data
will comply with well-established privacy policies and/or
privacy practices. In particular, such entities should imple-
ment and consistently use privacy policies and practices that
are generally recognized as meeting or exceeding industry or
governmental requirements for maintaining personal infor-
mation data private and secure. Such policies should be
easily accessible by users, and should be updated as the
collection and/or use of data changes. Personal information
from users should be collected for legitimate and reasonable
uses of the entity and not shared or sold outside of those
legitimate uses. Further, such collection/sharing should
occur after receiving the informed consent of the users.
Additionally, such entities should consider taking any
needed steps for safeguarding and securing access to such
personal information data and ensuring that others with
access to the personal information data adhere to their
privacy policies and procedures. Further, such entities can
subject themselves to evaluation by third parties to certify
their adherence to widely accepted privacy policies and
practices. In addition, policies and practices should be
adapted for the particular types of personal information data
being collected and/or accessed and adapted to applicable
laws and standards, including jurisdiction-specific consid-
erations. For instance, in the US, collection of or access to
certain health data may be governed by federal and/or state
laws, such as the Health Insurance Portability and Account-
ability Act (HIPAA); whereas health data in other countries
may be subject to other regulations and policies and should
be handled accordingly. Hence different privacy practices
should be maintained for different personal data types in
each country.

[0120] Despite the foregoing, the present disclosure also
contemplates embodiments in which users selectively block
the use of, or access to, personal information data. That is,
the present disclosure contemplates that hardware and/or
software elements can be provided to prevent or block
access to such personal information data. For example, in
the case of gaze tracking, the present technology can be
configured to allow users to select to “opt in” or “opt out”
of participation in the collection of personal information
data during registration for services or anytime thereafter. In
another example, users can select not to perform gaze
tracking or other operations that gather personal information
data. In yet another example, users can select to limit the
length of time gaze tracking is performed. In addition to
providing “opt in” and “opt out” options, the present dis-
closure contemplates providing notifications relating to the
access or use of personal information. For instance, a user
may be notified upon downloading an app that their personal
information data will be accessed and then reminded again
just before personal information data is accessed by the app.

[0121] Moreover, it is the intent of the present disclosure
that personal information data should be managed and



